


As they responded to the pandemic and the challenges of 
digitizing quickly, small and medium-sized businesses have 
made dramatic changes to their technical environments, in-
cluding their infrastructure and application mix. Before the 
emergence of COVID-19, SMBs were increasingly open to 
the idea of the cloud but were lagging enterprises in making 
those investments. 

That has since changed, with cloud adoption growing 
significantly among SMBs. But the mix of new technology 
and legacy technology is creating challenges. That’s where 
partnering with Dependable Solutions can help. 

We can serve as your tech team—or as an adjunct part of 
your existing team—to ensure you have the appropriate 
solutions in place to protect your vital business data and 
prevent potential disasters or ransomware attacks that can 
jeopardize the continuity of your business or organization. 

New technology is putting significant pressure on the 
already constrained IT resources SMBs might have. Accord-
ing to IDC’s 2020 Worldwide Small and Medium Business 
Survey, only 43.6% of small businesses have even one 
full-time person in IT. And those that do have IT resources 
on staff are still struggling with competing priorities while 
needing to upskill/reskill these employees to new technolo-
gy, as those resources are typically generalists overseeing a 
wide variety of technologies. Implementing this new tech-
nology has become a business imperative that SMBs can’t 
accomplish without the help of technology partners like 
Dependable Solutions. 

With the change in technology deployment approach, most 
SMBs have reported outdated and limited skill sets in IT 
as being among the largest technology barriers to meeting 
business objectives, particularly for in-demand skills such as 
security. In addition, 41.1% of SMBs indicated that having 
too many reactive needs is preventing them from achiev-
ing strategic priorities, meaning only tactical and reactive 
approaches are being used for data protection. 

Executive Summary
For the purposes of this report, a small and 
medium-sized business (SMB) is defined as any 
business in any industry with 1 - 999 full-time 
employees. (A small business is defined as a busi-
ness with 1–99 employees, and a medium-sized 
business is defined as a business with 100–999 
employees.) 

While data protection should be considered a 
business imperative, SMB technology teams 
often don’t give data protection needs enough 
priority. Managed service providers, like Depend-
able Solutions, can add tremendous business 
value with the right solutions for your business or 
organization that will allow you to focus on your 
business success and not on your technology. 
• 36% of all SMB IT spending was dedicated to 

cloud services in 2021. Yet…
• Only 43.6% of small businesses have even 

one full-time person in IT. 
• Most SMBs are using multiple tools to man-

age various environments, increasing com-
plexity, requirements, and administration 
burden.
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The State of Data Protection and Backup 
Most SMBs understand neither the link between data 
backup and protection, disaster recovery, and emerg-
ing cyberthreats even if they do have IT staff nor their 
obligations in their cloud providers’ shared respon-
sibility model. Too many SMBs assume their cloud 
providers are delivering data backup and protection 
services as part of the utility service they purchase. 
This is frequently not the case, leaving SMBs vulner-
able to data loss. With threats increasing while SMB 
users are also getting used to new technologies, the 
risks to business continuity multiply. 

The types of technologies that SMBs are using to pro-
tect business data are also increasingly complex, with 
most SMBs using multiple methods in their hybrid 
environments (see chart above). This complexity in-
creases the risk of overburdening stretched resources, 
where staff must learn, maintain, and verify multiple 
tools, including in some environments that are unfa-
miliar. The use of multiple tools also leads to higher 
and unpredictable costs for SMB customers, which can 
be a barrier to adopting more robust tools.

Managed Service Providers, like Dependable Solutions, 
can streamline both the management and the toolset 
of data protection can provide SMBs with reliable and 
differentiated services that can protect business value 
while reducing complexity.
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It’s All Over the News
It’s frightening, but the frequency of cyberthreats is 
increasing, and while many SMBs are becoming more 
aware of these threats, many wrongfully assume that 
their business is not a large enough target for attack, 
this is just not the case. And while many SMBs have 
purchased protection for email and network security, 
many have not safeguarded against other threats that 
can leave them exposed, particularly to ransomware. 

Recent IDC research indicates that while ransomware is 
among the top security concerns of SMBs, only 9.8% of 
small businesses and 13.5% of medium-sized business-
es are planning to implement protection. Dependable 
Solutions is positioned to provide solutions and ser-
vices to support a comprehensive data backup, protec-
tion, and recovery plan. This includes everything from 
educating your business or organization about threats to 
building and executing your custom BCDR plan. 

Most CIOs Expect To Face Cybersecurity Issues In 2022
Chief information officers (CIOs) expect to be busy dealing with cybersecurity this year, judging by 
State of the CIO Report, a study released Friday by IDG Communications Inc. 

Of the CIOs polled, 76% expect to be more involved with cybersecurity in 2022.  

Thanks to the pandemic and growing cyber threats, security is “no longer just a technology is-
sue,” says Stacey Raap, marketing & research manager, IDG Communications, Inc. “Instead, secu-
rity is a fundamental business issue that requires CIOs to closely collaborate withs organizational 
leaders across their company.”

In line with that, 57% of CIOs see the need for security improvements as a top reason for increas-
ing the tech budget this year.  

In a related finding, 71% of CIOs expect their role in data privacy and compliance to increase. 
Email teams should expect to hear more of their CIOs this year. And if they do, they will probably 
be facing serious issues.  

Meanwhile, budgets are growing — 59% of CIOs expect an increase in theirs this year, versus 49% 
in 2021. That reflects 63% of enterprise firms and 55% of SMBs. Only 10% overall expect a de-
crease. 

Other budgetary priorities include upgrading outdated IT infrastructure (48%) and investing in 
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Portions adapted from Shari Lava, Research Director, Automation within the AI and Automation Group

new skills and talent (48%).

The study adds that CIOs are now spending time on: 
• Security management — 51% 
• Improving IT operations and systems performance — 43%
• Modernizing infrastructure and applications — 40%

Asked what companies should invest in, CIOs say:
• Increasing cybersecurity protections — 49% 
• Increasing operational efficiency — 46%
• Improving customer experience — 42%

Meanwhile, CIOs see these goals as the top technological priorities for remote work:
• Improving cybersecurity — 46%
• Ensuring they have the right collaboration platform for their organization — 32%
• Improving network reliability and performance — 27%

Focus on your success; not on your technology

Let technology empower your business; 
not steal your night’s sleep.

Especially for small- to medium-sized businesses, government 
entities, non-profit organizations, and school districts in 

Wisconsin, Iowa, and Minnesota, Dependable Solutions is your 
best source for comprehensive technology support because we 

put relationships before profit.

We’d love to talk to you!
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